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Electronic medical records adoption has surged in US 
but data are not patient-centric 

As of 2015, 96% of medical records in the US are stored electronically, but the data are not 

shared resulting in fragmented system of “data silos”.–Gordon et al,  2018

(ONC/HHS) 



Blockchain technology can link patient’s isolated EHRs
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Pharmaceutical and Drugs



Electronic Medical Records



Interoperability



Health Data



0

10

20

30

40

50

60

70

80

90

2015 2016 2017 2018 2019

 Key terms: Blockchain/"Distributed Ledger Technology"
 Key terms: Blockchain/"Distributed Ledger Technology" and Health
Key terms: Blockchain/"Distributed Ledger Technology", Health, and Identity

15/0

2/0

P
a
p

e
rs

 p
u

b
li

s
h

e
d

 /
 y

e
a
r

Blockchain in Healthcare research is growing 

but identity management remains unexplored
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Austin Blockchain Pilot for homeless population



Persons Experiencing Homelessness in Austin
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Lack of identity management is a key system failure

Khurshid, Gadnis. JMIRP 2019



1. Decentralized Trusted Identity (DTI) – securely stores information from external, third-party credentials, 

including government-issued identity cards 

2.  Self-Sovereign Identity (SSI) – a user-controlled ledger of transactional identity attributes without    

reliance on external administrative authority 

Unique Identifier 

(public/private keys; 

Blockchain ID)
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Two Approaches toward Blockchain ID management 



UT-DMS working with McCombs, ECE, iSchool to 

simulate identity management process

Project goal: 

To make the data sharing patient-centric by: 

1) managing electronic identity through 

distributed trust 

2) giving data-sharing control across various 

sites to patients.   



Application Layer

API

Identity Blockchain  

Web App Phone App 

W3C, Verifiable Credentials, Decentralized identifiers

• Health-ID System can be accessed 

by a WebApp or Phone App.

• WebApp developed in React

• Phone apps (IPhone and Android) 

developed in React Native 

• WebApp is a public website on S3

• Hyperledger ARIES controls the 

agents.  

• Hyperledger ARIES is the 

interfaces between agents 

(Accounts) including 

messaging. 

• Middleware for API access 

(how the App talks to Indy)

• Hyperledger INDY controls 

the identity management on 

the wallet.   

• Developed in JSON 

• Open ID Connect/Oauth

from Amazon service



Healthcare identity management research at UT-DMS

Clinic #1 Clinic #2 

First pairwise relationship 

Verified with Government ID

Second pairwise relationship 

Verified with trust
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Blockchain Wallet: 
Clinic #1 credential 

Clinic #2 credential 



UT’s patient-centric Health ID system using Blockchain

1. Alice enters Texas Clinic

Alice Smith

Alice scans 

QR code

Texas Clinic QR CodeAlice’s phone

4. Alice’s wallet contains sharable profile

Name :    Alice Smith

Sex: Female

DOB: 01/01/2000
Blockchain credential validated

2. Texas Clinic creates Profile based on 

government-issued ID in Web app 

Alice 

Smith
Connection established 

with Texas Clinic

Texas Clinic PC

3. Alice accepts Profile from Texas Clinic

Profile information issued by Texas Clinic

Alice’s Phone 

Message sent to Alice



Alice shares validated Health ID to enroll at 2nd Clinic

Alice Smith

1. Alice enters 2nd Clinic 3. Alice shares validated profile 

Alice’s phone 

Connection established 

with 2nd Clinic

2. Alice scans QR 

at 2nd Clinic

Alice goes to 

receptionist desk

2nd Clinic QR CodeAlice’s phone

5. 2nd Clinic cryptographically 

verifies Health ID

2nd Clinic PC

Alice check-ins 

to clinic

4. Alice’s information sent to

2nd Clinic system 

Message sent 

to Alice

2nd Clinic PC

Message sent 

to Texas Clinic

2nd Clinic PC

6. Alice’s profile verified by Texas Clinic

2nd Clinic



Healthcare consent management research at UT-DMS

Clinic #1 Clinic #2 Research Group 

#1

Name

Address

SSN

Email

Phone #

Insurance cards 

Blockchain Wallet: 
Clinic #1 credential 

Clinic #2 credential 

Allow Clinic #2 to 

access medical 

record from

Clinic #1. 

Data shared Data shared

Research participation

Y/N?Y/N?



• Many challenges need to be addressed in making healthcare data 
available for clinical care, research, and patient engagement

• Blockchain technology provides potential solutions 

• Research on blockchain technology applications in healthcare is 
limited

• Applications of blockchain for identity management, consent, and 
data sharing may have significant implications on the health of 
individuals, particularly homeless and underserved

• Our team is working on developing real world applications and 
evidence to separate hype from reality

Summary
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