Blockchain for Health

Anjum Khurshid, MD PhD
Chief, Data Integration

Assistant Professor, Population Health
Dell Medical School

The University of Texas at Austin

Dell Medical School

A Vital, Inclusive Health Ecosystem



Electronic medical records adoption has surged in US
but data are not patient-centric
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As of 2015, 96% of medical records in the US are stored electronically, but the data are not
shared resulting in fragmented system of “data silos”.—Gordon et al, 2018
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Blockchain technology can link patient’s isolated EHRs
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Pharmaceutical and Drugs

JMIR Res Protoc. 2018 Sep 13;7(9):e10163. doi: 10.2196/10163.

Blockchain Technology for Detecting Falsified and Substandard Drugs in Distribution:
Pharmaceutical Supply Chain Intervention.

sylim P*!, Liu F¥!, Marcelo A*, Fontelo P*'.

Pathog Glob Health. 2018 Jun;112(4):161. doi: 10.1080/20477724.2018.1503268.

Application of on-dose identification and blockchain to prevent drug counterfeiting.
Vruddhula 8.

Expert Opin Drug_Saf. 2017 May;16(5):587-602. doi: 10.1080/14740338.2017.1313227. Epub 2017 Apr 7.

A review of existing and emerging digital technologies to combat the global trade in fake
medicines.

Mackeyﬂ1'2'3, Nayyar G2.

Int J Environ Res Public Health. 2018 May 23;15(6). pii: E1055. doi: 10.3390/ijerph15061055.

Governance on the Drug Supply Chain via Gecoin Blockchain.

Author information

Abstract

As a trust machine, blockchain was recently introduced to the public to provide an immutable, consensus based and transparent system in the
Fintech field. However, there are angoing efforts to apply blockchain to other fields where trust and value are essential. In this paper, we
suggest Geoin blockchain as the base of the data flow of drugs to create transparent drug transaction data. Additionally, the regulation model
of the drug supply chain could be altered from the inspection and examination only model to the surveillance net model, and every unit that is
involved in the drug supply chain would be able to participate simultaneously to prevent counterfeit drugs and to protect public health,
including patients.
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Electronic Medical Records

J Med Syst. 2018 Aug 10;42(9):172. doi: 10.1007/s10916-018-1025-3.

Blockchain for Healthcare: The Next Generation of Medical Records?
Pirtle C', Ehrenfeld J2.

J Med Syst. 2018 Jul 5;42(8):152. doi: 10.1007/s10916-018-0994-6.

Secure Cloud-Based EHR System Using Attribute-Based Cryptosystem and Blockchain.
Wang H', Song Y2.

AMIA Annu Symp Proc. 2018 Apr 16;2017:650-659. eCollection 2017.

Secure and Trustable Electronic Medical Records Sharing using Blockchain.
Dubcn.'itskaya_A1 '2, M3, Byu_S3, Schumacher M1, MQ_F4.

Stud Health Technol Inform. 2017;245:45-48.

Enabling Patient Control of Personal Electronic Health Records Through Distributed Ledger
Technology.

Cunningham J1, Ainsworth J1.
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Stud Health Technol Inform. 2018;251:7-10.

Concept for Sharing Distributed Personal Health Records with Blockchains.
Mense A', Athanasiadis L.

# Author information

Abstract

The characteristics of the "blockchain” technology and especially its decentralized nature lead to the notion of neutrality, censorship
resistance, and absolute truths, which makes the concept interesting for many different domains, such as finance, supply chain management,
or the energy sector - of course also for the healthcare area (eHealth). Blockchains also offer the possibility for well-known access points for a
distributed system with easy to use and simple to integrate programming interfaces, which makes it interesting as a central point for electronic
healthcare data exchange in a distributed environment. This paper presents a concept for integrating and sharing distributed personal
healthcare records based on smart contracts implemented on an Ethereum blockchain.
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Interoperability

Stud Health Technol Inform. 2018;248:239-246.

Towards Designing a Secure Exchange Platform for Diabetes Monitoring and Therapy.
Weilt JP!, Welzel T2, Hartmann BJ?, Hiibner U", Teuteberg F3.

Stud Health Technol Inform. 2018;249:181-184.

FHIR Healthcare Directories: Adopting Shared Interfaces to Achieve Interoperable Medical Device
Data Integration.
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J Diabetes Sci Technol. 2018 Jul 26:1932296818790281. doi: 10.1177/1932296818790281. [Epub ahead of print]

How to Use Blockchain for Diabetes Health Care Data and Access Management: An Operational
Concept.

Cichosz SL1, Stausholm MN1, Kronborql1, Vestergaard P2’3'4, Hejlesen o',

Stud Health Technol Inform. 2018;251:27-30.

Blockchains in IHE-Based Networks.

Mangesius P1, Bachmann J1, Healy_Tz, Saboor 83, Schabetsberger T

J Med Syst. 2018 Jun 28;42(8):140. doi: 10.1007/s10916-018-0995-5.

Towards Secure and Privacy-Preserving Data Sharing in e-Health Systems via Consortium
Blockchain.

Zhang A, Lin X2.

# Author information

Abstract

Electronic health record sharing can help to improve the accuracy of diagnosis, where security and privacy preservation are critical issues in
the systems. In recent years, blockchain has been proposed to be a promising solution to achieve personal health information (PHI) sharing
with security and privacy preservation due to its advantages of immutability. This work proposes a blockchain-based secure and privacy-
preserving PHI sharing (BSPP) scheme for diagnosis improvements in e-Health systems. Firstly, two kinds of blockchains, private blockchain
and consortium blockchain, are constructed by devising their data structures, and consensus mechanisms. The private blockchain is
responsible for storing the PHI while the consortium blockchain keeps records of the secure indexes of the PHI. In order to achieve data
security, access control, privacy preservation and secure search, all the data including the PHI, keywords and the patients' identity are public
key encrypted with keyword search. Furthermore, the block generators are required to provide proof of conformance for adding new blocks to
the blockchains, which guarantees the system availability. Security analysis demonstrates that the proposed protocol can meet with the
security goals. Furthermor, we implement the proposed scheme on JUICE to evaluate the performance.
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Health Data

J Med Syst. 2018 Jun 28;42(8):141. doi: 10.1007/s10916-018-0997-3.

Blockchain-Based Data Preservation System for Medical Data.
LiH", Zhu L', Shen M?, Gao F', Tao X3, Liu S*.
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J Med Syst. 2018 Jul 10;42(8):156. doi: 10.1007/s10916-018-1007-5.

A Proposed Solution and Future Direction for Blockchain-Based Heterogeneous Medicare Data in
Cloud Environment.

Kaur H', Alam MA', Jameel R', Mourya AKZ, Changi3.
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Int J Health Geogr. 2018 Jul 5;17(1):25. doi: 10.1186/512942-018-0144-x.

Geospatial blockchain: promises, challenges, and scenarios in health and healthcare.
Kamel Boulos MN1, Wilson JT2, Clauson KAZ.

Genome Res. 2018 Sep;28(9):1255-1263. doi: 10.1101/gr.207464.116. Epub 2018 Aug 3.

Realizing the potential of blockchain technologies in genomics.
Ozercan HI', lleri AM2, Ayday E', Alkan C'.

# Author information

Abstract

Genomics data introduce a substantial computational burden as well as data privacy and ownership issues. Data sets generated by high-
throughput sequencing platforms require immense amounts of computational resources to align to reference genomes and to call and
annotate genomic variants. This problem is even more pronounced if reanalysis is needed for new versions of reference genomes, which may
impose high loads to existing computational infrastructures. Additionally, after the compute-intensive analyses are completed, the results are
either kept in centralized repositories with access control, or distributed among stakeholders using standard file transfer protocols. This
imposes two main problems: (1) Centralized servers become gatekeepers of the data, essentially acting as an unnecessary mediator between
the actual data owners and data users; and (2) servers may create single points of failure both in terms of service availability and data privacy.
Therefore, there is a need for secure and decentralized platforms for data distribution with user-level data governance. A new technology,
blockchain, may help ameliorate some of these problems. In broad terms, the blockchain technology enables decentralized, immutable,
incorruptible public ledgers. In this Perspective, we aim to introduce current developments toward using blockchain to address several
problems in omics, and to provide an outlook of possible future implications of the blockchain technology to life sciences.

The University of Texas at Austin
Dell Medical School

{8 Reviaw Pending Encounters

User Review
User Review

[P Edit Encounter || 32 Review Hstory

5 0o HOLMES, JENNIFER

Patent Name

SMITH, JOHN B

SOPRANO, TONY
GOETZ, MADDIE
HOUMES, JENNIFER

RIPK

CAL

[E3 Post Selected | 5 Unpost Selected | | (T Post A

A Vita

AETNA MEDICAL 115.00

BLUE CROSS BLUE SHIELD

I, Inclusive Health Ecosystem




Blockchain in Healthcare research is growing
but identity management remains unexplored
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Austin Blockchain Pilot for homeless population
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Persons Experiencing Homelessness in Austin

Persons experiencing homelessness often have many inter-related health, social and
economic challenges that make it difficult fo end homelessness on their own.
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Lack of identity management is a key system failure

Hospital A

Hospital B

Khurshid, Gadnis. JMIRP 2019
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Two Approaches toward Blockchain ID management

1. Decentralized Trusted Identity (DTI) — securely stores information from external, third-party credentials,
including government-issued identity cards

2. Self-Sovereign Identity (SSI) — a user-controlled ledger of transactional identity attributes without
reliance on external administrative authority

DTI Unique Identifier SSI

(public/private keys;
Blockchain ID)

v

Trusted
institution

v
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UT-DMS working with McCombs, ECE, i1School to
simulate identity management process

Project goal: 52| The University of Texas at Austin
To make the data sharing patient-centric by: Blockchain Initiative
MeCombs School of Business

1) managing electronic identity through
distributed trust

Call for Research Proposals
2) giving data-sharing control across various Blockehain Tnitiative at Texas MeCombe

sites to patients.
December 2018
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Application Layer aWS

+  Health-ID System can be accessed Web App , Phone App “7
by a WebApp or Phone App. B v
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Healthcare identity management research at UT-DMS
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UT’s patient-centric Health ID system using Blockchain
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Alice shares validated Health ID to enroll at 2"d Clinic

1. Alice enters 2™ Clinic 2. Alice scans QR 3. Alice shares validated profile
at 2" Clinic
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Healthcare consent management research at UT-DMS
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Summary

* Many challenges need to be addressed in making healthcare data
available for clinical care, research, and patient engagement

* Blockchain technology provides potential solutions

* Research on blockchain technology applications in healthcare is
limited

* Applications of blockchain for identity management, consent, and
data sharing may have significant implications on the health of
individuals, particularly homeless and underserved

* Our team is working on developing real world applications and
evidence to separate hype from reality
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